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Building virtual machines and servers

Using Oracle VM VirtualBox | am setting up a new server under the name server1.

am changing the settings to be how | need them to be, such has changing memory
size to 4096MG.

O = m
.o AR
Preferences  Import Export  New  Add

Welcome to VirtualBox!

The left part of application window contains global tools and lists all virtual madhines and virtual machine groups on your computer. You can img
corresponding toolbar buttons. You can popup & tooks of currently selected element using corresponding element button,

Yous £ press fom B bmw bm mab imebmmt bl e et s o s e e e e e ek It S,

€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be alocated to the
virtual machine.

The recommended memary sizs is 168 ME.

4096 = | MB
32768 MB

After this | create and install a virtual hard disk, making it 25.00 GB and using

VDlI(virtualBox Disk Image). Next | create the stroage to for the physical hard disk,
making it a fixed size of 20.00GB

The left part of aoolication window contains alobal tools and lists all virtual machines and virtual machine groups on your computer, You can import, add

comesponding 1g slement button,
‘You can prest st news.
€ Create Virtual Hard Disk

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in.

| Creating fixed medium storage unit 'C:\Users\Jack i tualBox VMs ey _s server elly_s server.vdi ...

. X

14 seconds remaining

Create Cancel
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Here | am creating an internal network called PublicNet on adapter1, followed by
PrtivateNet on adap&

MNem__SetinsDiscard Siast.
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|8 ssteen Mdapter 1 Adecter?  Adspter 3 Adepherd
|_ [ [ Enatie Matwerk: Atagner
— Attached o | Ieterrl Natwerk
& strege L
b ame: [pubchiet
o sudo v
W Hetwert
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&
o] shased Folders
[ s intertace
=3
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Next | will be setting up the system to my desired specifications
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| New Seitings

Discard  Start.

(] sytem

[ Display
Storage

(D: Audio

[ Network
@ Serial Ports
é) Use

[ Shered Folders
[ userinterface

@ General

System
‘ Motherboard ~ Processor  Acceleration
Processor(s):
LCPU
Execution Cap:

1%
Extended Features: [] Enable PAEMNX

Enable Nested VT-x/AMD-V

1 -

12 CPUs

W 1002 =

100%

OK Cancel




Here windows 8 in now installing on the virtual machine.

ouhave the eendacaad R—— e " F— hew @)

4 " - — If-m-]

After installation | am renaming the local area connection to Publicnet and assigning
an IP address 192.168.1.100, then the same for the second adaptor, changing the

ine reports that the guest 05 supports mouse pointer inbegration. This means that you do not need to capiure the mouse por

Installing Windows...

That's all the information we need right now. Your computer will restart several times during
installation.

o Copying Windous files
Expanding Windows files (B3%) .
Tnstalling features
Tnstalling updates

Completing installation

name this time to Privatenet1 and giving it an IP address of 192.168.100.1

[ Conn

ons

v #

Cantrol Pancl = Network and Intermet = Network Connections + * 153 [ search Network Conrectors: )

Organize ~  Disable this network device  Disgnoss this comnection  Rename this connection  View status of Bhis conneclion  » % = il o

=L/ Loal Ares Connectian 2

W Lnidentified network
7 Intel(R) PRO/1000 MT Desktop Adap. .

o] B o @ P@h e, .
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To complete the network | will then do exactly the same for a second server named
server2. Once my servers are created | will turn off all firewalls( which is not
recommended in a real network due to secutiry risks but necessary here).
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After creating client1 and client 2 | am using the “ping” command to verify the
connectivity between the hosts.
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Advantages and disadvantages of using a type 2 hypervisor program

Advantages

The advantages of using a type 2 hypervisor program are that the OS takes care of
all the hardware which can support high range of hardware it is also much easier to
install

Disadvantage

The disadvantage of a type is hypervisor programme are that one the machine
needs restarting all the virtual machines will also have to be, as well as that there are
many points of failure as could aﬁectability of operating system also will affect
guest OS and the virtual machine

Investigating Utility and Application Program software.

Utility programs

To allow us to check the performance of the machine we can use a resource monitor
and reliability monitor, as the machine is new in my screenshots there is not much
information but these are super helpful tools helping us track all events occurring
during the lifespan of the computer
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-loix
Fle Monitor Help
Overview ]CDU | Mzmnry] Disk | Nztwmkl
= =] =
‘ CPU W 0% CPU Usage 100% Maximuen Frequency - » Views 'v| 1
[P0 | pescription | St.. - [ Threads| cru [ Aversge... [«
[ perfmon.exe 560 Resource... Running 19 0 [%:]
O mmcexe 1532 Microsoft...  Running b2l 0 0.05
O srsee 346 Clent Se...  Running 8 ] 0.03
[0 svehestens (netsves) 752 Heost Pro.,  Running 28 L] 003
O spsvcexe 1880 Microsoft...  Running 5 0 0.03
O Svtem 4 NT Kerne... Running =] []
[0 svchost.exe (Deomiaunch) 552 Host Pro..,  Running 0 L]
[ svstem Interrupts - Deferred ... Running 0
[0 svehost.ece (LocaiSarvicaNoNet... 95 Host Pro...  Running 17 [}
[ smss.exe 12 Windows... Running 2 0
‘ Disk M 70655 B/sec Dk 1/0 M 1% Highest Active Tme
‘ Network M 0 Kbps Network 1f0 W 0% Network Utiization
‘M-emq B 0 Hard Fauts/sec M 13% Used Physical Memory - | 1 Mbps -
Memory 100 Hard Faults/
g ] s

S[@® |

2142
i 8/04/2022 -

* Reliability Monitor =12 =l
( e ¥ - System and Seaurity ~ Action Center + Reliability Monitor = [ [ search control Panel D]
-
Review your computer's reliability and problem history
The stability index assesses your system's overall stability on a scale from 1 to 10. By selecting a spedific period in time, you may review the spedific hardware
and software problems that have impacted your system. How to use Reliability Monitor.
The stability index and chart have not been calaulated yet. If you justinstalled Windows, Reliability Analysis Component will take a few hours to calaulate
your computer's stability index. Please chedk badk later.
View by: Days | Weeks Last updated:
10
5
4 »
1
Application failures
| e | || | | I | I | Windows falures
Miscellaneous failures
! 1 Warnings
l | | | | | | | | | | | | | | Information
Reliability detads for:
Source ] Summary | Date I Action J
There are eports in this view

Ala m M Po G ™
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Computer management

Here in computer, we are going to look at the three main sections of interest, system
tools, storage and services and applications.

Firstly, within system tools its possible to create tasks such as service restart, file
monitoring, system back up. We are now going to use to create a new local user,
which | have named “user2”, next | am going to give the user administrator
permissions.

Choose a new account type for user2

J user2
Administrator

" standard user

Standard account users can use most software and change system settings that do not affect other users or the
security of the computer.

@ Administrator

Administrators have complete access to the computer and can make any desired changes. Based on notification
settings, administrators may be asked to provide their password or confirmation before making changes that affect
other users,

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

I Ghange ACCount Type l Cancel |

Here we can see user2 on log in screen making it possible to log in with the new
user.
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Administrator

We are also able to view Device Manager in system tools which we can then use to
troubleshoot and driver issues and download updates.

= Device Manager

Fle Action View Help

s | HE
(& 28 WIN-GBUSISDEPSF

4@ Batteries
1% Computer

[#¢= Disk drives
é Display adapters

[y DVD/CD-ROM drives
& Human Interface Devices
[ IDE ATA/ATAPI controllers
[#<= Keyboards
[+ Mice and other pointing devices
[+l Monitors
g Metwork adapters
=1+ [J) Other devices

/iy Base System Device
n Processors
% Sound, video and game controllers
-8 System devices
[+ § Universal Serial Bus controllers




The storage here deals with Local disks that are in the system, also referred as Logical
Disks, here we can view disks, activate new disks into volumes to be accessed by the

operating system

g Server Manager (WIN-G5USISDBPS
# 5) Roles
i3l Features
=] Jgm Diagnostics
= E| Event Viewer
@ (W) Performance
gy Device Manager
_:tﬂ Configuration
= Task Scheduler
= windows Firewall with Advz
L4, Services
& WMI Contral
) $ Local Users and Groups
31 {84 storage
W Windows Server Backup
;= Disk Management

Disk Management Volume List + Graphical Vie

5] Simple Basic NTFS
.4 GRMSXFRER_EN_DVD (D:) Simple Basic UDF
__»System Reserved Simple Basic NTFS

Healthy (Boot, Pa
Healthy (Primary |
Healthy (System,

L = Disk 0

Basic System Rese (C)

20.00 GB 100 MB NTFS 19.20 GB NTFS

Oniline Healthy (Syster | Healthy (Boot, Page File, Crash Dumg
.co-romo |

CO-ROM GRMSXFRER_EN_DVD (D:)

2.95GB 2.95 GB UDF

Online Healthy {Primary Partition)

W Unallocated ] Primary partition

In services we can view all services that are currently running, it also allows us to

restart services as well and disable or enable them.
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=100 x|
Fle Acton View Help
@ (m o= B om0 w
|
‘Select an item to view its desption, Mame - o

5, Apglication Experie... Processes ... Slarted Manual Local System

i polication Identity  Determines... Manual Local Service

5 Apdlication Informa. .. Fadiitates ...  Started Manual Local System

5, Application Layer G... Providess... Manual Local Service

', Application Manage... Processesi.. Manual Local System

;,Background Intellg... Transfers f... Manua Local System

', Base Fitering Engine  The BaseF... Started Automatic Local Service

L Certificate Propaga... Copies use... Manua Local System

54, CNG Key Isalaton The CNG k... Manual Local System

4 COM+ Event System  Supports 5. Slarted Automatic Local Service

£, COM+ System Appl... Manages t... Manuzl Local System

“4, Computer Browser Maintains a... Cisabled Local System

*/,Credential Manager  Providess... Manual Local System

£ Cryptographic Serv... Provides fo... Started Automatic Network ...

"4 DCOM Server Proc... TheDCOM.., Started Automatc Local System

L4, Degktop Window M... ProvidesD... Started Automatic Local System

5 DHCP Client Registers 8... Started Automatic Local Service

%4, Diagnostic Policy S2... The Diagno... Started Automatic (D...  Local Service

“4, Diagnostic Service ... The Diagno... Manual Local Service

*,Disgnostic System ... The Diagra. .. Msnuzl Local System

£4 Digk Defragmenter  Pravides Di... Manual Local System

", Distrbuted Lik Tra... Maintansli... Slarted  Aulomatic Local System
£ Nicbriu terd Tranear _Foecinatn_ Charked  Audnmatic M Nebuades 2

Extended { Standard /'
I [

I o= — e T e

System configuration utility is a service thz

help the user manage programs that

start up when windows loads. In addition tOHS it also gives you the ability to boot into
a different version of windows to help troubleshoot problems.

. =1E]
Fle  acion  View  Help
&= ] %-:IB*I R R
=, Services {Lowl)
-] em Configuration x|
[togonas |-
Gernral Services
Bt | | Startup | Took: | e
Local System
C Local service r
Load sl device drivers and services Lol oot —
 Disgnoscsearip Local System 1
Lad basic devices and servicss only Local serace
Local System e
" Selective starhp Laal Sysen -
¥ | Laed system seryices. Local Service L
Local System v
Pl & Local System o
R sz arigial Lot confiprs. Local System r
Network 5. -
Local System
Local System L
| =
s -
o Cancel it | b || weisewe  JE
-
Dok Defagmenter  FrowidesDi... Marusl Local System v
Distributed Lirk Tra... Mantainsh.. Started  Automabic Local System il
Ntk o Tranear _Cosednate _ Sracted __tidnmatie i wiabuncks 2|
\ Extended 4 Standerd r
|

~ Ala L8
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It is important to use monitoring programs in your network because it can keep an
eye on all network traffic as well as bandwidth use. It also checks whether important
parts of the computer such as routers and servers are on or have done down. A few
examples of monitoring tools are cloud telemetry, network telemetry and SNMP [1]
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Configuring virtual networking and upgrading a member server
to a Domain Controller

Here we are going to create and active directory domain, which is important to help
organize the network users and computer. Within it you can organize which
computers belong on the network, which users have access to the storage room
amongst other things.

The name of the domain is going to be UWSTD

m Installation Progress

Before You ﬁgin The following roles, role services, or features are being installed:
Server Roles

Active Directory Domain Services
Active Directory Domain Services
NET Framework 3.5.1 Features
Confirmation

Results
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UWTSD\Administrator

Here we are adding the new client computer to the domain and giving the apt name
Domainclient1

Server Manager

Fie Action View Help

oo Am & 0(XE S = Hm

T .
Roles
= BF Active Drectory Domain Services  biams Iyps Deseription

= ] Active Directory Users and Computers [ WIN-G5USIS 8 Domaincent1  Computer More Actions »

B 3 uwtsd.com

=
Y Coroutes More Actons »

u""”i = i O RCRr

The Active Direction Service role is to store information about members of the
domain as well as devices and users.
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It verifies the users’ credentials and defines who has access to the network. 12!

Terms
Domain - is a network of computers and devices controlled by one person.

Tree — a set of domains, allowing them to communicate with each other
Forest — a collection of trees that share @non directory and schema

Scheme — component which defines all objects and attributes the the directory
services use to store data [3]

Domain controller — a server that responds to authentication requests and verifies on
computer networks [4]

Installing/connecting client to the domain

to connect the client to the domain | first downloaded windows 8 onto the client
virtual machine in my domain, giving them the appropriate IP version from earlier
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Installing and configuring the CHCP service

Network and Sharing Center - a T
o
= Command Prompt - oiEl
=)
aaldl Address Pool Y Actions.
St P ddrem End P ddcrem [ bescrpaen ddress ool |
152,168,012 192158, 301.2 sodemrange | o sosors 1y
L] | i
z e
WD gz W

Dads =0 @
—

The 4 steps of DHCP are server discovery, IP lease offer, IP lease request and IP
lease acknowledgement. Also known DORA for discovery, offer, request and
acknowledgment [5]

DHCP Operation

DHCP Server ﬁ ! ! Client

DHCPDISCOVER Broadcast y

24 Unicast DHCPOFFER
‘J

DHCPREQUEST Broadcast 3
*I have looked your offer over and | like it." J

Unicast DHCPACK
“We are good to go! Here is your configuration.”

: 192.168.10.15
«255.0
: 192.168.10.1

(6]

14 |Page




Bibliography

[
1

]
[

p- pecha, “flowmon,” progress, 3 9 2021. [Online]. Available:
https://www.flowmon.com/en/blog/what-are-network-monitoring-tools. [Accessed 28 4 2022].

wikki, “wikipeida,” wikipeida , [Online]. Available:
https://en.wikipedia.org/wiki/Active_Directory#:~:text=Active%20Directory%20Domain%20Servi
ces%20(AD,is%20called%20a%20domain%20controller.. [Accessed 29 04 2022].

v. kumar, “windows tehcno,” 8 9 2018. [Online]. Available:
https://www.windowstechno.com/how-active-directory-schema-works/. [Accessed 29 4 2022].

j. petters, “varonis,” inside out security, 23 6 2020. [Online]. Available:
https://www.varonis.com/blog/domain-controller. [Accessed 29 04 2022].

wazee, “wazeesupperclub,” [Online]. Available: https://www.wazeesupperclub.com/what-are-
the-4-steps-of-dhcp/. [Accessed 29 04 2022].

routerswitchtech, “router-switch,” 03 2012. [Online]. Available: https://blog.router-
switch.com/2012/03/dhcp-dhcp-operation/. [Accessed 29 4 2022].

15|Page
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GRADEMARK REPORT

FINAL GRADE GENERAL COMMENTS
Instructor

PAGE 1

PAGE 2

’ Comment 1

areful pronoun third person when writing reports

PAGE 3

’ Comment 2

proof-read

, Comment 3

approriate evidence of setting up the private net

PAGE 4

PAGE 5

, Comment 4

appropriate use of ping

PAGE 6

, Comment 5

some good evaluation here



PAGE 7

’ Comment 6

good demonstration of utility program use

PAGE 8

PAGE 9

PAGE 10

PAGE 11

’ Comment 7

wide range of utility and management programs demonstrated

PAGE 12

PAGE 13

PAGE 14

, Comment 8

referencing convention

, Comment 9

demonstrates some good background research

PAGE 15

PAGE 16

’ Comment 10

reference list ./ careful bibliography is not the same



